
BEFORE THE

Federal Communications Commission
WASHINGTON, D.C. 20554

In theMatterof )
)

GPS NETWORKING, INC. ) File No. RM-l 1002

)
Petitionfor Rulemakingto Marketa )
GPS Re-RadiationKit )

OPPOSITION TO

PETITION FOR RULEMAKING AND REQUEST FOR WAIVER

TheU.S. GPSIndustryCouncil (“USGPS”),by counselandpursuantto

Section1.405(a)oftheCommission’sRules(47 C.F.R.§ 1.405(a)(2003)),herebyopposes

theabove-captionedpetition for rulemaking/waiverrequestfiled on May 3, 2004by GPS

Networking, Inc. (“GNI”). In its Petition(“GNI Petition”), GNI proposesto market,on an

unlicensedbasisunderPart 15 of theCommission’sRules,“kits” thatwould allow usersto

amplify andre-radiateGlobalPositioningSystem(“GPS”) signals. If theFCCwereto

allow suchkits to be sold asGNI contemplates,this equipmentcouldeasilyinterfere,

intentionallyorunintentionally,with signalsin theGPSrestrictedbands,thereby

obstructingthevital public safetyandnationalsecurityusesof GPS. Againstthese

potentiallycatastrophicconsequencesof permittinguseof GPSre-radiatingequipmenton

an unlicensedbasis,thepotentialbenefitsallegedby GNI areeitheroverstatedorof limited

value. Accordingly,theGNI Petitionmustbe denied.1

TheGNJPetitionalsoincludesapro forma Requestfor Waiverof Section2.803of the

Commission’sRules,whichprohibitsthemarketingof unauthorizedRF equipment.See 47 C.F.R. § 2.803.
TheFCC’s June25,2004PublicNoticedoesnotseekcommenton thisrequest,andUSGPSreservesthe
right to commentfurther in responseto anyfuture solicitationof commenton this request. In anycase,GNI’s
Requestfor Waiverfails toprovideanybasisfor waiverof theCommission’sRules,and shouldbedeniedfor
the samereasonsthat theCommissionshoulddenythePetitionfor Rulemaking.
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Thecentralpremiseof theGNI Petitionis that theCommissionshould

permitit to marketits GPS re-radiationkits on an unlicensedbasisunderthecoverof an

existingrule that appliesto tunnelradiosystems— Section15.211(47C.F.R.§ 15.211).

SeeGNI Petitionat 12-13. Benefitsto variousclassesof potentialusersarealleged,but

GNI neverevenattemptsto explaineitherof thetwo critical underpinningsthatimplicitly

follow from its proposedapproach— (1) that it is appropriatefor its kits to be operated

without usersobtainingFCClicenses,and(2) that its proposeduseis similar to that

permittedunderSection 15.211of theFCC’s rules,whichit proposesto amend.Neither

premiseis supportable.

A substantialportionoftheGNI Petitionis devotedto discussionofthe

potentialuseof its productby avarietyof entities— fire departments,rescuesquads,the

armedforces,defensecontractors,aircraftmaintenancefacilities, andundergroundparking

garages.SeeGNI Petitionat7-10 & 17-19. Eachofthesecategoriesofpossibleusers

would requiresucha deviceata specific locationorfor aspecificpurpose.GNI never

addresses,however,howany of theseentitieswouldderiveaparticularbenefitfrom

authorizationoftheGNI kits on an unlicensedbasis. Unlicenseduseof spectrumis

typically allowedwherethedangersof harmfulinterferencearelow andthedevicesto be

usedhavewidespreadutility to amultitudeof individual users— e.g.,manyconsumer

productsthat re-radiateortransmitRFenergyarepermittedon an unlicensedbasis.Under

suchcircumstances,requiringeachuserto obtain its own licensecanbeunduly

burdensomeandposean obstacleto theuseof otherwisebeneficialproducts.

Theseconsiderationsdo not applyto GNI’s product. All of theclassesof

userscitedby GNI areverycapableof seekingsituation-specificauthorizationsforthe
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particularGPSenhancementstheyrequire. Indeed,manyoftheusersenvisionedfor GNI’s

productaregovernmentagenciesthat couldeasilymakeFCCor NTIA approvalpartof

theirprocurementprocess.

GNI itself notesmultiple reasonswhy it is necessaryfor theCommissionto

haveoversightof theparticularcircumstancesunderwhich any non-governmentGPSre-

radiatingdevicemight be used. For example,it notesthat useof its kits “couldposean

interferenceproblemif both signalsweregeneratedoutdoors,”andacknowledgesthat

somesituationsmight requirean operatorto employkill switches,hoodingand/orshielding

ofthere-radiator.GNI Petitionat 16. Theneedfor suchprecautionsclearlydemonstrates

that theCommissionwould requirefar moreinformationabouttheparticularusesof each

GPSre-radiatorthanfor thoseitemscurrentlypermittedasunlicenseddevices.

Strict protectionsnotavailablewhereunlicenseduseis permittedare

necessarybecauseof thepotential for misuseor outright abuseof GPSre-radiationdevices.

As GNI acknowledges,GPSis acritical partof theU.S. public safetyandnationalsecurity

infrastructure.SeeGNI Petitionat 5 n.1. Becauseof this role,theGPSbandsare

“restricted” andthusgenerallyoff-limits to Part15 devicesof any kind. See47 C.F.R.

§ 15.205. A GPSre-radiator,however,canbe usedto “spoof’ GPS signals,degradingthe

accuracyof position-location.2Terroristscouldemploythesedevicesto thwarttheuseof

GPS-guidedmunitionsagainsthigh-valuetargetsor to impedeemergencyresponseto a

domesticterroristattack.

AlthoughGNI arguesthatenhancingtheaccuracyof E911 locationusing

GPSis an importantsupportingjustification forits proposal,theamplificationandre-

2 See, e.g., GNI Petition,Exhibit B at 17-19 (testresultsshowedthat indooruseof GPSre-radiator

causednearbyoutdoorreceptionof GPSsignalsto report“fluctuatingreadingscausedby GPSsignals
receivedfrom boththe[EquipmentUnderTest]and the satellites.”).
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radiationof GPSsignalscouldhavea substantialnegativeimpacton E911. Thereare

millions of mobiletelephoneuserstodaywhorely on E911 functionality anywherethereis

acellulartelephonesignalavailable. Locationswhereusersareaccustomedto receiving

cellulartelephoneserviceincludeofficebuildings,markets,andshoppingmalls, all places

that couldbe subjectto interferencefrom an indoorGPSre-radiationdevice. In these

circumstances,thepresenceofthesesignalswould very likely resultin thetransmissionof

erroneousorconflictingpositioninformationto emergencyrespondersat timeswhen

accurateinformationis neededmost.

Any GNI re-radiatedGPSsignalthat penetratesoutsidetheindoor

environmentwould alsointerferewith theaccuracyofE911 positionlocationin thearea.

GNI assertsthat testingconductedby MET Labs demonstrates“significant signal

attenuation”causedby “commonbuilding materials.” GNI Petitionat 10 n.2. Examination

oftheactualreport,however,showsthat certaintypesof buildingmaterialscausedeither

no attenuationof thesignalsor only marginaldeviationsfrom baselinemeasurements.See

GNI Petition,Exhibit B at 10-11. Widespreaduseofthe GNI kits couldtherefore

significantly degradetheaccuracyofE911 service.

Given its own acknowledgementthatproperuseof aGPSre-radiator

requiresemploymentof specificprecautionsto avoid interference,it is peculiarthat GNI

seeksto permitgeneraluseofthesedevicespursuantto arule thatcurrently appliesonly to

the limited circumstancewherea system“is containedsolelywithin atunnel,mine orother

structurethatprovidesattenuationto theradiatedsignaldueto thepresenceofnaturally

surroundingearth and/orwater.” 47 C.F.R. § 15.211(a)(emphasisadded).GNI proposes

to takethis narrowrule andgraft onto it aprovisionthatwould generallypermit useof its
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kits in any “indoor” environment,wheresignals,at best,would be attenuatedby brickor

concretewalls, orby anairplanefuselage.SeeGNI Petition,AttachmentA. On theother

hand,suchsignalsmight be impededonly by layersofwoodandwallboardorapaneof

glass,orcompletelyunattenuateddueto passagethroughan opendooror window. The

varietyof circumstancesunderwhich GNI envisionsuseof its equipmentbeliesany

comparisonto theexisting ruleapplicablesolely to tunnelradiosystems.

GNI’s effort to employSection 15.211 alsooverlooksthereal world

conditionsunderwhich thesedeviceswouldoperate,minimizing theobstaclesto

successfuluseandoverstatingthedisadvantagesto usersnotusingre-radiationtechnology.

Onesuchexampleoftheformeris GNI’s contentionthat useofthekits in underground

garagescouldenhancetheeffectivenessof theE9 11 system. Many E911 capabledevices

cancapturetheGPS signalindoors,evenunderconditionswith up to 20 dB attenuation,

andprovideaccuratepositioninformationvia acellulartelephonenetwork. TheGNI

system,on theotherhand,re-radiatesa signalfrom arooftopantenna,which wouldnot

meettheE911 requirementsfor accuracy.In somecircumstances,therefore,theuseof this

equipmentwould degradetheaccuracyof E911 locationthat would otherwisebe available

throughuseofexistingequipment.

Similarly, GNI overstatesthepresentdisadvantagesto useof GPSindoors

orfollowing aperiodof shieldingduringwhich accessto GPS signalswasunavailable.

Forexample,theGNI Petitionstatesin severalplacesthat GPSreceiversrequire“three to

five” minutesto provideapositionafterbeingturnedoff orout of satelliteview. SeeGNI

Petitionat 5 n.l, 7, 18 & 19. In fact,GPSreceiversstoresatellitealmanacsin nonvolatile

memory,sothatin mostcasesthereis no needto collectthis informationeverytimethe
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deviceis turnedon. Receiversneedonly to accesscurrentsatellitepositiondata,aprocess

that takeslessthanoneminute,not five minutes. Moreover,GPSreceiversusedfor E911

purposeshaveenhancedsignalacquisitionandreceptioncapabilitiesthat allow successful

useindoors. GNI thusexaggeratesthat extentofthebenefitsthat couldaccruefrom theuse

of suchdevices.

Dr. A.J. VanDierendonckhaspreparedatechnicalanalysisthat describes

themanyseriousconcerns,limitations andshortcomingsoftheGNI proposal.See

Attachment.Dr. Van Dierendonck’sattachedanalysisis herebyincorporatedby reference

andis an integralelementofthis opposition.
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Conclusion

Accordingly,for all oftheforegoingreasons,theCommissionshouldreject

GNI’s proposedrulechange,anddeclineto takefurtheractionin responseto theGNI

Petition. If theCommissionis going to permit anyuseof GPSre-radiatingdevices,it must

bepursuantto individual licenses,appropriatelyconditionedto thecircumstancesof each

licensee’suse. Suchusesmustbe strictly limited to thosewhereno interferenceto normal

GPSoperationswill occur.

Respectfullysubmitted,

THE U.S. GPSINDUSTRY COUNCIL

r

Leventhal,Senter& LermanP.L.L.C.
2000K Street,N.W., Suite600
Washington,D.C. 20006
(202)429-8970

Its AttorneysJuly 26, 2004
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~Thepetition shows a lack of understanding of
GPS receivers and their performance

~Thepetition exaggerates the benefits of GPS
signal re-radiation, misleading the readers of
the petition
The petition ignores implementation problems
The petition misstates the test
results/conclusions

7-26-2004 GPSNetworking 2



The petition states government agency
approval without proof
The petition ignores the impact of the re-
radiation equipment falling in the wrong
hands (jamming, spoofing)
The petition does not justify why the GPS re-
radiation equipment needs to be unlicensed

7-26-2004 GPSNetworking 3



The petition statesmany times that GPS receivers
require “a few minutes” to provide a position after
being turned-off or out-of-view of satellites

Statesrequirement to collect satellite almanacs
‘~ This is not true

GPS receiversstore satellite almanacs in nonvolatile memory
— no needto collect
E911 receivers receive information from cell network
All receiversstore previous position

Thus, impact is overstated
u “A few minutes” is more like 30 seconds

• Time to collect satellite position data
• Even for a moving vehicle

GPSNetworking7-26-2004 4
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The petition does not account for the
performance of E911 GPS receiver
enhancements

Basicsof E911 requires contact with cell network
ui~ Receiver receivesacquisition information

continuously for cell network
• can acquire and track through approximately 20 dB of

attenuation, or more

Lack of indoor operation of GPS is misstated
Especially for E911 application

7-26-2004 GPSNetworking 5



Benefit for E911
be

application will actually
a detriment

~iLow level interference to lower level
• Increased range of harmful interference

c~ Roof-top position does not meet E911
mandate accuracy requirements
• Reported position far from actual position,

signals

causing rescueattempt to take longer, or no
rescueat all

)

7-26-2004 GPSNetworking 6



radiation for paratroopers will
interfere with aircraft’s navigation
system
~i Radiation will pass through aircraft

windows and door seals to primary
antenna

~DoD has other means to communicate
position to paratroopers

Re-

GPS

7-26-2004 GPSNetworking 7



In short tunnels, re-radiation is not necessary
Position entering the tunnel is better than position
of re-radiating antenna

~ In long tunnels, multiple re-radiation would
be required

Unlesslargely separated,re-radiators will interfere
with each other
If separated,receivers will break lock and have to
reacquire betweenindividual coverage

• Velocity information would be suspectand misleading, or
none at all (from one antenna)

— How will receivers react to this?

7-26-2004 GPSNetworking 8



Calibration of Navigation Systems
~Calibration with wrong position provides

erroneous calibration data
~zInertial Systems require motion for good

calibration, much less correct position for
initialization

7-26-2004 GPSNetworking 9



Coverage problems
r~ Long tunnels

• Multiple re-radiators?
F~ Large parking complexes

• Multiple re-radiators?
~ Distance to receiving antenna

• Erroneous position reported
• Additional loss

7-26-2004 GPSNetworking 10



The petition statesthat attenuation protects GPS
usersoutside of buildings, but test results clearly
showotherwise

SeeExhibit B, Test #1, Page11 of 25
Most wall materials exhibited lessthan 6 dB attenuation

0 Testing was accomplishedusing the wrong kind of
GPS receiver — should have used one designedfor
E911 operation (or aviation)
Testcriteria (position fix) used is subject to too many
uncertainties

Doesn’t account for scenarioswhere a weak GPS signal is a
critical signal

I I

7-26-2004 GPSNetworking 11



The petition implies that FAA approved the
use of the re-radiations,
approval was given

but no proof of that

Itis doubtful that approval from the FAA was
given, at least not from the right branch of the
FAA
Hangar doors and windows can be quite closeto
LAAS ReferenceReceiverantennas
Basedupon personal contact with FAA, licensing
will be required

7-26-2004 GPSNetworking 12



TheGPS Re-Radiator can be used to “spoof”
the GPS signals

The test results showedthat — seeExhibit B, Test #2, pages
17-19— fluctuating positions reported

TheGPS Re-Radiator is an “Optimum Jammer”
the ideal jammer spectrum

If unlicensed,anyonecan purchaseone
c~ Our enemies

Terrorists
~ Hackers

At least, the useof such devicesshould be licensed

)

)

or jam

jamming with

7-26-2004 GPSNetworking 13
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The re-radiator can not be considered
Consumer Electronics
Specialized applications only — mostly
Government Agencies

equipment be licensed to
reduce proliferation and use by
enemies, terrorists and hackers?

7-26-2004 GPSNetworking 14



TECHNICAL CERTIFICATE

I, Dr. AL Van Dierendonck, hereby certify, under penalty of perjury, that

I am the technically qualified person responsiblefor thepreparation of the technical

discussioncontained in the foregoing Opposition to the Petition for Rulemakingand

Requestfor Waiver filed by GPS Networking. Inc., that I am familiar with Part 15 of the

Commission’srules, and chat I haveeither prepared or reviewedthe technical information

submitted in this pleading and found it to be completeand accurateto thebestof my

knowledgeand belief.

July 26, 2004 By:

AX stems/OPSSilicon Valley



CERTIFICATE OF SERVICE

I, RebeccaJ. Cunningham,herebycertify that atrueandcorrectcopyoftheforegoing

Oppositionto Petitionfor RulemakingandRequestfor Waiverwassentby first-class,postage

prepaidmail this
26

th day ofJuly, 2004,to thefollowing:

AnneE. Linton, Esquire
WashingtonFederalStrategies
Suite710
4601 NorthParkAvenue
ChevyChase,MD 20815


